DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

{The reauirements of the DoD Industrial Security Manual abolv

1. CLEARANCE AND SAFEGUARDING

a. FAGILITY CLEARANCE REQUIRED
TOP SECRET
b LEVEL OF SAFEGUARDING REGUIRED

to all security aspects of this effort.) S.ECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS; (X and complete as applicable)

a. PRIME CONTRACT NUMBER Date (YYYYMMDD)}
X NNGO9DAOIC X | @ ORIGINAL (Complete date in all cases) 20081010

b. SUBCONTRACT NUMBER X | b. REVISED {Supersedes | Revision No. Dats (YYYYMMDD)

all pravious specs) 2 20110304

[ SOLICITATICN OR OTHER NUMBER Due Date (YYYYMMDD) Date (Y¥YYMMDD)
X NNGO08218142R 20080116 c. FINAL (Complete ltem 5 in all cases)
4. |S THIS AFOLLOW-ON CONTRACT? X YES NQ. If Yes, complete the following:

Classified material recelved or generated under ~ NNGU4DAOOC {Preceding Contract Number} is transferred to this foltow-on contract.

5. IS THIS A FINAL DD FORM 2547
In response to the contractor's raquest dated N/A

| | YES [ X | No. If Yes, complete the following:

, retention of the classified material is authorized for the perod of N/A

6. CONTRAC_TOR (Include Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE
ITT
7855 Walker Drive

Greenbelt, MD 20770

b.CAGE CODE
42XT9 Defense Security Service

¢.COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

938 Elkridge Landing Road, Suite 310
Linthicum, MD 21090

7. SUBCONTRACTOR

2. NAME, ADDRESS, AND ZIF CODE b.CAGE CODE | c.COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE

a, LOCATION b.CAGECODE | c.COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
NASA/Goddard Space Flight Center

White Sands Complex (WSC) N/A N/A

Guam Remote Ground Terminal (GRGT)
Wallops Flight Facility (WFF)
MILA/PDL

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Space Communications Networks Services Acquisition

10.CONTRACTOR WILL REQUIRE ACCESS TO: | YES | NOJ 11. IN PERFORMING THIS CONTRACT, THE CONTRACTORWILL: | YES| NO
 COMMURIGATIONS SEGURITY N %, BAVE ACG TFIED T R CONTRACTORS
8 {COMSEC}H INFORMATI X FACILITY OR A GOVERNMENT ACTIITY X
| . RESTRICTED DATA X | b RECEIVE CLASSIFIED DOGUMENTS ONLY X
¢ CRTICAL NUGLEAR WEAPON DESIGN INFORMATICN X | o RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA 3 [ & FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
a. INTELLIGENGE NFORMATION T I | & PERFORM SERVICES ONLY X
1} Senail rimented information (SCI T FAVERTT 5. 5. FUERTO
1) Sensilive Comparimented information (SCI) X RICO, US. POSSESSIONS AND TRUST TERRITORIES X
= - BE AUTHOMIZED 10 USE THE SERVIGES OF DEFENSE TEGHNIGAL INFORMATIGN
{2) Non-5cl X | % CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER X
T SPEGIAL ACCESS INFORMATION X | ™ REQUIRE ACOMSEC AGCOUNT X
5. NATO INFORMATION X | * HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X | I HAVE OPERATIONS SECURITY {OPSEC) REQUIREMENTS X
{. LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TC USE THE DEFENSE COURIER SERVIGE X
i. FOR OFFIGIAL USE ONLY INFORMATION X . OTHER {Spediy) X
X. OTHER (Spechy]
Sensitive But Unclassified {(SBU) X
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12. PUBLIC RELEASE Any information {classified or unclassified) pertaining to this contract shall nat be released for public dissemination excapt as provided by the
Industrial Security Manual unless it has been approved for public release by appropriate U.S, Govemment authority. Praposed public releases shall be submitted for
approval prior to ralease

Direct |I| Through {Specify) NASA/Goddard Space Flight Center, Code 450, Greenbelt, MD 20771

cc: To the Public Affairs Division, NASA Headquarters, Washington, DC 20546 for review

13, SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified befow. If any difficulty is encountered in applying this guidance
or if any other contributing factor indicates a need for changes In this guidance, the contractor is authorized and encouraged to provide recommended changes; 1o
challenge the guidance or tha classification assignad to any informatlon or materlal furnished or generated under this contract; and to submit any questions for interpretation
of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protacted at the highest lavel of classHication assigned
or recommended. (Fillin as appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/guidesfextracts referenced herein, Add
additional pages as needed to provide complete guidance.)

The contractor must have sufficient cleared employees assigned duties under this contract to be able to complete all classified work assignments up
to and including TOP SECRET/SENSITIVE COMPARTMENTED INFORMATION (SCI).

The following documents shall be applicable and binding in the performance of this contract;

a. DOD Secure Shuttle Operations Security Classification Guide (DSSO SCQ), Headquarters Space Systems Division {AFSCYUSAF,
Los Angeles, CA dated Febmary 22, 1991.

b. Space Network Security Classification Guide dated January 1, 2010

National Industrial Security Program Operating Manual (NISPOM), DOD 522(.22-M, dated February 28, 2006

National Security Telecommunications and Information Systems Security Instruction (NSTISSI) 7000, Tempest Countermeasures for

Facilities, November 1993

€. National Security Telecommunications and Information Systems Security Instruction (NSTISST) 4000, Series on Communications
Security September 1996

o

|_Sec attached naeg

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to 1SM requirements, are established for this | X | Yes | I No

contract. {if Yes, identify the pertinent contractual clauses in the contract documant itself, or provide an appropriate statement which identifies
the additional requirements. Provide a copy of the requirements to the cognizant security office. Use ltem 13 if additional space s needed.)

See attached page.

15. INSPECTIONS. Elements of this contract are outside the inspection responsibifity of the cognizant security office, (If Yes, explain and X | Yes No
identify specific areas or elements carved out and the activity responsible for inspections.

Use ltem 13 if additional space Is needed.)

As a long-term visitor to NASA/GSFC, the contractor will comply with all applicable NASA/GSFC security issuances, memotandums,

policies/procedures, and regulations as directed. Inspection authority of contractor activities on NASA installations is the responsibility of NASA

security officials and will be coordinated by the GSFC Industrial Security Specialist,

16. CERTIFICATION AND SIGNATURE. Security requirements stated hersin are complete and adequate for safeguarding the classified information to be refeased or
generated under this classified effort. All questions shall be referred to the official named halow.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Include Area Code)
Pamela A. Starling Industrial Security Specialist 301 286-6865
d. ADDRESS {Include Zip Code) 17. REQUIRED DISTRIBUTION
Goddard Space Flight Center, Security Branch/240 X | = CONTRACTOR
8800 Greenbelt Road X | b- SUBCONTRACTOR
Greenbelt, MD 20771 X c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
.. SIGNATURE d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
X | o ADMINISTRATIVE CONTRACTING OFFICER
/”zﬂ& i /M X | 1. oTHERS AsNECESSARY (C.0.), (COTR}
I
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ATTACHMENT TO DD FORM 254
Item #13, Security Guidance

COMSEC Supplement to former Industrial Security Manual, DOD 5220.22-8, current edition.
OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources
NPD 2810.1D, NASA Information Security Policy
NPD 2810.1A, Security of Information Technology
Federal Information Security Management Act of 2002
MOA Between the NASA’s GSFC and Headquarters Cryptologic Systems Group for Depot Level or Limited
Maintenance and Repair of Communications Security Equipment, 450-AGMT-0009
1. Security Handbooks, Manuals, Regulations, Instructions, Directives, and Guidelines (current editions) for NASA
Headquarters, GSFC, KSC, as well as other applicable policies and procedures as identified by NASA.
. GPR 1600.1, Goddard Security Requirements
MOA between GSFC and KSC Concerning the GN Stations at KSC, 450-AGMT-0025
Interservice Support Agreement Between NASA GSFC and Department of Navy’s Naval Computer &
Telecommunications Station (NCTS Guam) Concerning Support To NASA Guam Remote Ground Terminal (NASA
GRGT), 450-AGMT-0031
Security Procedures For Center Access During Code Red Operating Status, 205-SFTY-0003
Internet Protocol Operational Network (IONet) Security Policy, 700-DOC-029
Internet Protocol Operational Network (IONet) Access Control Compliance Checklist, Revision 3
NPR. 1600.1, NASA Security Program Procedural Requirements w/Change 2
NPR 1620.2, Physical Security Vulnerability Risk Assessments
NPR 1620.3, Physical Security Requirements for NASA Facilities and Property
NPD 1660.1B, NASA Counterintelligence (CI) Policy
NPR 1660.1, NASA Counterintelligence (CI)/Counterterrorism (CT) Program Procedural Requirements
Homeland Security Presidential Directive/HSPD-5, National Incident Management System
Homeland Security Presidential Directive/HSPD-7, Critical Infrastructure Identification, Prioritization, and
Protection
. Homeland Security Presidential Directive/HSPD-8, National Preparedness
. Homeland Security Presidential Directive HSPD-12, Policy for a Common Identification Standard for Federal
Employees and Contractors
cc. National Security Telecommunications Systems Security Instruction 4005
dd. NASA Central Office of Record Standard Operating Procedure (CSOP)

e B

eRrB

Nepgee ooy

[++]
&8

NASA officials will provide additional security, technical, and/or classification guidance. Requests concerning
clarification or interpretation regarding security requirements under this contract will be directed to the NASA/GSFC
Industrial Security Specialist. The place of performance will be at the contractor cleared facilities, GSFC (including
WFF, WSC, GRGT, MILA/PDL, and Kokee Park) and other locations where the requirement is covered by the
obligations specified in Section C of the basic contract document.
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Item #14. Additional Security Requirements and/or Guidance

Performance of this contract will involve the receipt, generation, and storage of classified material/information. Reports
containing classified extracts from other classified sources will contain security markings, which correspond to those of
the source documents. Those employees requiring access to classified information must have appropriate personnel
security clearances. The contractor is authorized to receive/generate-classified material only at approved locations.
Classified processing will be involved; however, classified information will not be entered into any computer system,
word processing system, or other electrical system until the system is certified by a Certification Official and accredited
by the appropriate Designated Approving Authority as meeting the requisite standards. The contractor will be required to
operate a COMSEC account issued by NASA. The NASA Central Office of Records will conduct COMSEC inspections.
U.S. citizens granted a final personnel security clearance (as appropriate) and who are COMSEC-briefed arc cligible for
access to classified COMSEC information released or generated under this contract; any other employees must have
written approval from NASA.

Any employee, who observes or becomes aware of the deliberate or suspected compromise of classified national security
information, shall promptly report such information personally to the GSFC Counter Inteliigence (CI) Office. If
unclassified but sensitive information appears compromised by or on behalf of foreign or domestic powers, organizations
or persons, employees shall report such information to the GSFC CI Office. If an employee becomes aware of
information pertaining to international or domestic terrorist activities, employees shall also report to the GSFC CI Office.
If the information indicates a computer compromise or other cyber intrusion, the Office of Inspector General shall be
promptly notified.

Security-related activities checked in item #11 also apply to personnel requiring access to security-controlled and/or
COMSEC areas, involved in the generation and receipt of classified information, and to those in the Document Cost
Center designated to process classified material. Due to the need to operate COMSEC devices at certain TDRSS and GN
sites, it will require the use of classified cryptographic keying material and documents such as NACSIs and NACSIMs.

A Defense Courier Service account is requested; designated contractor employees are authorized to courier classified
material up to and including SECRET COMSEC/CRYPTO in accordance with the NISPOM.

NOTE: The following paragraph refers to the “TS//SCI” portion of this contract. This “TS//SCI” clearance level
applies to the contract work set forth in the IDIQ Task Orders to be performed on-site at the Goddard Space Flight Center
and at the NASA White Sands Complex, Las Cruces, NM. Also, for the Expendable Launch Vehicles (Atlas, Delta, and
Titan), classified missions will be noted in their respective libraries.

This contract requires access to SCI. SCI will only be released to contractor employees requiring access in order to
perform within the scope of the contract and only after official verification of the appropriate clearance level has becn
obtained. Any SCI material furnished to the contractor will be returned to the direct custody of the agency having
cognizance unless other disposition instructions have been issued.

The names of any additional employees requiring SCI clearances solely for the purpose of this contract will be provided
to the COTR, or a designated contract monitor, who will verify and approve the request. After approval, the name will be
provided to the GSFC Security Office Program Security Official for coordination with the Contractor Special Security
Officer (CSSO). The CSSO shall submit a request for the investigation and clearance in accordance with the National
Industrial Security Program Operating Manual and any additional instructions of the User Agency having cognizance.
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Need-to-know verification for employees making classified visits to SCI facilities in the performance of this contract
shall be obtained by the CSSO from the COTR, designated contract monitor, or GSFC Security Office Program Security
Official prior to submission or transmittal.

TEMPEST requirements are to be met in accordance with NTISSI 7000 and any cost pertaining to this requirement must
be approved through the appropriate NASA security officials. Additionally, the following regulations or directives apply:
(1) CSCM-1; (2) NACSI 4005; (3) NACSI 4008; (4) NACSI 4010.

Those locations where equipment is installed, maintained, and general support (program information systems mission
services) is required by the user agency include, but are not limited to: GSFC-Greenbelt, MD; White Sands Complex-Las
Cruces, NM, GRGT-Guam Island, and KSC-Kennedy Space Center, FL.

Physical Security

Certification of physical security devices such as fences, lighting, doors, access control, closed circuit TV monitoring
equipment, security containers (safes), guards, etc., is the responsibility of the U.S. Government. The contractor shall
provide security officers and access control monitoring at MILA and PDL. The contractor shall be responsible for the
administration and maintenance of all physical security devices included in the Government Furnished Property listing
(inclhuding WSC, GRGT, MILA and PDL) or acquired under this contract to ensure proper working order in accordance
with DoD 5220.22M and the aforementioned references in Item #13.

WSC, GRGT, MILA/PDL, Wallops Ground Station (WGS) are NASA Resource Protection, Mission Essential
Infrastructure, mission critical assets. The contractor shall meet the additional requirements from NPR 1600.1 and NPR
1620.3 for all mission critical assets.

Personnel Security

All personnel requiring access to classified work area or material will require security clearances to the appropriate level,
based on assigned responsibilities. Access to the WSC, GRGT, and all Cryptographic Work Areas require a SECRET
security clearance.

Access to the NIC and Communication Center is managed by Code 450. Certain maintenance personnel require a
background investigation for access to Cryptographic Work Arcas and equipment. At a minimum all personnel at the
facilities listed in Item #8 shall have a National Agency Check with Inquiries (NACI). The contractor shall be responsible
for the administration of the personnel security program, including records for security clearances, briefings and
debriefings, badges or other identification measures, and general security training for all contractor personnel.

Communications Security (COMSEC)

Procurement of cryptographic equipment and devices is a Government responsibility. Maintenance of cryptographic
equipment and devices will be performed by U.S. Government Agencies and designated trained personnel. Training for
contractor personnel in identification of faulty equipment and devices will be conducted by DoD. The contractor shall be
responsible for ensuring that designated personnel are adequately trained on all cryptographic equipment and devices.

Page 5

DD Form 254, DEC 1999 PREVIOUS EDITION IS OBSOLETE.



Security Inspections

Routine and unscheduled security inspections will be conducted by U.S. Government Agencies to verify the adequacy of
the security program, identify discrepancies, and recommend corrective action(s), with which the contractor shall comply
(except if granted an official waiver).

Security Reporting

All security reporting shall be in accordance with DoD 5220.22M and respective NASA guidelines.

Revision #1 Block 6.a. corrected address; Block 13.c. corrected date for the NISPOM

Revision #2 Page 5, Physical Security, removed requirement for security officers at WSC; and
Personnel Security, removed second paragraph, referencing Mission Critical Space System
Personnel Reliability Program (PRP)
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